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ABSTRACT ARTICLE HISTORY

The electric power system is one of the most vital infrastructures, and its security is necessary Received 23 June 2020
for the proper functioning of society. The main goal for the electric power system has Accepted 11 June 2021
traditionally been continuity of the electrical power supply. However, in addition to this KEYWORDS
requirement, power systems must follow the requirements associated with vulnerability and Disturbances; power system
resilience. Vulnerability deals with the assessment of risk, as it relates to physical and economic resilience; power system
consequences, arising from the capability of the network to handle an undesirable incident. vulnerability; risk; security
Resilience deals with the network capability to withstand unknown disturbances, and conse-

quently, the ability to restore stable operating conditions. Despite some research on power

system resilience and vulnerability, their basic concepts are still unexplored. This paper aims to

discuss the essential concepts of vulnerability and resilience in electric power systems. Their

assessment frameworks and quantification metrics are also described. Case studies, on stan-

dard test systems, to demonstrate the assessment of power system vulnerability and resilience,

are also part of this research.

1. Introduction snowstorm in South China resulted in over 129 faults
on transmission lines. This caused power outages to
14.66 million homes. In 2012, Hurricane Sandy
resulted in chaos on the east coast of the U.S. It is
projected that such disasters will continue to rise, due
to climate change and the ageing energy infrastructure
(Schneider et al. 2016; Bie et al. 2017). Thus, it is
imperative that power systems be able to endure
events with huge negative impact. Therefore, it is
important to define and debate the concepts of vulner-
ability and resilience in relation to electric power sys-
tems. This paper is organised as follows. Sections 2
and 3 discuss the definitions, conceptual frameworks,
and metrics, for vulnerability and resilience in electric
power systems, respectively. Sections 4 and 5 demon-
strate case studies for assessing power system vulner-
ability and resilience, respectively. Section 6 concludes
the paper with a proposed direction for research.

In the recent past, electric power systems have oper-
ated quite near to their operating limits. This is due to
many factors including lack of investment, deregula-
tion of electricity markets, and various other technical
reasons. Under such situations, sudden network dis-
turbances can cause system blackouts (Kerin et al.
2009). Traditionally, these systems have been secured
against low-impact, high-probability (LIHP) events
caused by component failures, man-made errors, or
minor exterior interferences (Panteli and Mancarella
2015a; Chang and Wu 2011). On the contrary, high-
impact, low- probability (HILP) events can cause
sporadic power outages, which can cause tremendous
social and economic damage. Such outages can spread
to unpredictable portions of the power system
(Amirioun, Aminifar, and Lesani 2018). These events
can be precipitated by natural events, such as torna-
dos, cyclones, snowstorms, inundations, and earth-
quakes, or by deliberate cyber or physical attacks (Li 2. Power system vulnerability
et al. 2017; Chanda and Srivastava 2016; Gholami,
Aminifar, and Shahidehpour 2016; Gao et al. 2016;
Manshadi and Khodayar 2015). Thus, in addition to
power systems being reliable when confronted by
credible threats, they should also be able to withstand
unforeseen extreme incidents. Recently, various nat-
ural disasters and deliberate human attacks have
caused unparalleled challenges for power systems,
which emphasises that power systems are still unpre-
pared to tackle extreme events. For instance, the 2008

Power system vulnerability does not have a standard
definition, but (Doorman et al. 2006) defines it as the
insufficient ability of the system to endure an
unwanted event. Vulnerability —analysis plays
a significant role in aiding transmission network
operators, and identifying vulnerable components,
whose protection will result in a system, that is resi-
lient against HILP events (Trakas et al. 2016).
Generally, these events are a result of weather- related
hazards, such as snowstorms, landslides, tornadoes,
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and floods (Bompard, Pons, and Wu 2012). Reference
(Baldick et al. 2009) defines a vulnerable system as
a system that functions with a ‘reduced level of secur-
ity that renders it vulnerable to the cumulative effects
of a series of moderate disturbances.” Reference
(Fouad, Zhou, and Vittal 1994) describes the notion
of vulnerability connecting the system security level
with the inclination to alter its operating conditions to
a critical state, which (McGillis et al. 2006) calls the
‘Verge of Collapse’ state. Similarly, (Proag 2014)
defines power system vulnerability as ‘a measure of
risk associated with the physical, social, and economic
aspects and implications, resulting from the system’s
ability to cope with the resulting event.’

The vulnerability of power systems can be cate-
gorised into five broad dimensions to formulate
a generic background for vulnerability assessment
(Abedia, Gaudard, and Romerio 2019; Hofmann,
Kjolle, and Gjerde 2012). These dimensions are:
threat/hazard, exposure, susceptibility, coping capa-
city, and criticality. Using these dimensions,
a generic vulnerability framework can be formulated,
as shown in Figure 1.

Threats and hazards are often used interchange-
ably, since hazards are included in threats. According
to (Proag 2014), a threat is any indication or unfore-
seen event capable of interrupting a system, in part or
in whole. This definition incorporates all likely causes
of threats, i.e. natural hazards, technical errors, human
mistakes, and deliberate acts of disruption. As evident
from Figure 1, system vulnerability is categorised into
susceptibility and coping capacity. The susceptibility
of the infrastructure is the extent to which a threat can
cause a disturbance in the system. This broadly
depends on the operational limits of the system.
According to (Hofmann, Kjolle, and Gjerde 2012),
a system is considered susceptible to a threat if that
threat causes an undesirable system event. The coping
capacity is the ability of the system operator and the
system itself to deal with an undesirable situation,
minimise adverse consequences, and reinstate the nor-
mal operation of the system. The best manner to
evaluate the criticality of an infrastructure is in terms
of the reliance of society on that infrastructure.
Criticality is the degree to which the infrastructure
customers will be affected, when a system fails to

Vulnerable System

perform its planned operation, the severity of which
can be evaluated by numerous aspects, such as distur-
bance duration, financial consequences, social conse-
quences, and technical consequences (Hofmann,
Kjolle, and Gjerde 2012). Reference (Kjolle, Gjerde,
and Nybe 2010) uses the conventional bow-tie
approach to describe the concept of vulnerability in
power systems, as shown in Figure 2. The major
undesirable events affecting a power system are
power system failures due to natural events (e.g.
a strong snowstorm), operational/technical errors,
human mistakes, and intentional acts of terror. The
consequences are quantified in terms of blackouts. The
threats might cause power system failures due to
a chain of events culminating in severe consequences.
As shown in Figure 2, various barriers (labelled B1, B2,
etc.) are present to avert threats from forming into
unwanted circumstances and to decrease the possibi-
lity of extreme consequences. A system is more vul-
nerable towards these threats if these barriers do not
function properly.

According to (Akdeniz and Bagriyanik 2016),
power system vulnerability indices can be divided
into two main classes: operational and non- opera-
tional. These are outlined in Figure 3.

The operational performance indices deal with
internal and, usually, electrical performance measures
and non- operational indices focus on possible and
probable risks, linked with external factors, over which
transmission system operators (TSOs) have no con-
trol. Depending on the kind of disturbance, the risks
which can be assessed using historical data are termed
as probable risks; and those for which any statistical
data is not available are known as possible risks
(Akdeniz and Bagriyanik 2016).

Causes Consequences
Minor
Natural hazard Moderate
Technical/
operational Wide-area
interruption/
Human errors Blackout
Terror, sabotage Major
et Critical
Catastrophic

Figure 2. Threats, unwanted event, consequences, and
barriers.

Vulnerability

Exposure
Threats — )} /\

Consequences for Society o
Criticality

Susceptibility Coping Capacity

Figure 1. General vulnerability framework.
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Power System Vulnerability Indices

Operational Performance Indices Non-operational Performance Indices
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Figure 3. Power system vulnerability indices.
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Figure 4. Procedure for development of vulnerability
indicators.

Power system vulnerability should be quantified
using appropriate indictors or indices. The conceptual
procedure for developing these indices is shown in
Figure 4 (Hofmann, Kjolle, and Gjerde 2012).
Outlining the scope of the vulnerability indicator is
the first step in its development. The purpose of the
indicator should be concise. The second step focuses
on the creation of a theoretical framework where all of
those aspects which affect vulnerability should be well-
defined with a nested structure of sub aspects of vul-
nerability. Moreover, the kinds of indicators required

Table 1. Some existing power system vulnerability indices.
Vulnerability Indices

Factors Considered

Admittance, Power Transfer
Distribution, Line Flow

Extended Betweenness (Bompard,
Pons, and Wu 2012)

Limits
Hybrid Flow Betweenness (Bai and Power Flow, Line Flow Limits,
Miao 2015) Generation

Capacity, Admittance, Load
Current, Generation Capacity,
Admittance, Load
Admittance, Power Flow, Line
Flow Limits
Load Load, Node Capacity
Redistribution (Wenli et al. 2016)
Bus Dependency Matrix
(Nasiruzzaman, Pota, and Akter

Electric Betweenness (Wang et al.
2011)
Maximum Flow (Fang et al. 2018)

Power Flow, Admittance

2014)

Structural Generation Capacity, Load,
Vulnerability Index (Li et al. 2012) Admittance

Grid Coupling Degree (Hu and Li Current

2016)

to elaborate on various features of vulnerability should
be elucidated.

The third step consists of designing appropriate
indicators. This is done to ensure pertinent aspects
are considered. This step also incorporates the defini-
tion of scales and the provision of suitable computa-
tion approaches to report the selected indicators in
a uniform way. It is recommended that each indicator
be defined based on a standard template. If the num-
ber of indicators is large or the aim is to analyse
multiple dimensional aspects, an aggregation of indi-
cators is required to form a composite indicator or
a set of indicators. After choosing the indicators, they
need to be tested in real scenarios to get feedback on
their performance from potential users. Therefore,
data must be gathered to formulate the indicators.
A visual display of results aids the user in capturing
trends. The design, computation methods, scales,
aggregation principles, and the visualisation of the
indicators should further be adapted based on practi-
cal testing experience. This process of enhancing and
testing the indicators is iterated many times until
a final version of the indicators is achieved. Some
existing power system vulnerability indices, together
with the factors considered for their evaluation, are
shown in Table 1 (Wei et al. 2018).

3. Power system resilience

Like power system vulnerability, power system resili-
ence systems to such disastrous events has fascinated
many researchers lately (Wang et al. 2016; Panteli and
Mancarella 2015b). According to (Amirioun,
Aminifar, and Lesani 2018; Li et al. 2017; Chanda
and Srivastava 2016), power system resilience is the
ability of a power system to respond to HILP events;
and it emphasises how quickly and resourcefully the
power system can be reinstated to its pre-event
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operational state. However, it must be noted that the
idea of resilience differs from the idea of reliability;
reliability focuses on high- probability events, while
resilience puts stress on high-impact events. The
notion of resilience in power systems can be explained
with the help of a resilience curve versus time, as
shown in Figure 5 (Tabatabaei, Ravadanegh, and
Bizon 2018).

This curve aids power system planners in assessing
the power system resilience. Robustness and resistance
are the salient characteristics of the system to make it
able to deal with events before time te’ i.e. the time
before an event occurs. In Figure 5, R denotes the
resilience level; and %o denotes the operational state
of the power system. The capability of operational
flexibility allows effective conditions for system plan-
ners to enhance system resilience.

After the event has occurred, the resilience level
decreases drastically to the point R,.. Moreover, the
main characteristics of this system stare are resource-
fulness, redundancy, and adaptive self-organisation.
These features enable the system to deal with the
new conditions that never occurred before. The resi-
lience level at time ¢, is reduced to R,-R,.. The third
state is called restorative state which is categorised by
quick response and recovery of system. After this state,
the system goes into post-restoration stage with
a resilience level of R,

In general, power system resilience consists of the
following main elements (Li et al. 2017).

(A) Continuous situational awareness. Using the
operating conditions and external factors
(weather conditions etc.), situational aware-
ness allows the conception of the present con-
ditions and the prediction of upcoming
disturbances. Consequently, the extreme
event can be actively coped with.

(B) Robustness and readiness prior to any extreme
event. To minimise the negative effects of any
upcoming system disruptions, both infrastruc-
tural and operational measures are organised
before the occurrence of severe events. The

Infrastructure

Operational Resillence R

Response/  Robustness/  Infrastructure
Resistance Adaplive Sell-Organization Recovery  Resistance Recovery

Ay
Reslllent
State
Ay
Event Restorativo S
Progress State
R | Ponmmmsmi
b o be 3 b & e

Figure 5. General resilience curve for a power system.

electricity infrastructure is strengthened so
that it will be invulnerable to hypothesised
commotions. Moreover, power system opera-
tions must be flexible to tolerate substantial
commotions. These resilience measures must
self-adapt to embryonic extreme events.

(C) Receptiveness and survivability during any
extreme event. Power system operators must
be ready to take appropriate actions in an
appropriate fashion to preserve the system
operating conditions and control any dete-
rioration in the performance of the system.
Moreover, power system must be able to
endure any extreme events by upholding
a minimum functionality level.

(D) Recoverability and rapidity after any extreme
event. System performance must be recover-
able and restored swiftly to the level prior to
the incidence of extreme incident.

Checklist and
Aspects: questionnaires [39-40]
*  Energy infrastructure
* Information system

* Business structure

Matrix scoring system
combining various
aspect of resilience [41]

b

Capabilities:

*  Preparedness
*  Mitigation

* Response

¢ Recovery

Analytic hierarchy
process (AHP) [42]

Figure 6. Qualitative evaluation of resilience metrics.

Cost of resilience measure [43]

The ratio/area between targeted
> between targeted and real
performance [44]

Simulation-based
method

Component connectivity based
on complex-system method [6]

Probability that network
Analytical method » performs its intended functions
[45]

Time to restoration [46]

Statistical analysis of
historic outage data

Rapidity of restoration [47]

Figure 7. Quantitative evaluation of resilience metrics.
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According to (Bie et al. 2017), power system resi-
lience metrics can be evaluated using two approaches:
qualitative and quantitative. These approaches are
shown in Figures 6 and 7, respectively.

In the qualitative evaluation of resilience metrics,
the aspects and resilience capabilities are considered.
The aspects usually incorporated in the qualitative
evaluation include the power system and other co-
dependent systems, such as, information system, fuel
supply chain, etc. Capabilities incorporate prepared-
ness, mitigation, response, and recovery, e.g. the exis-
tence of a backup plan, personnel training, and
availability of repair team (Carlson et al. 2012;
McManus et al. 2007; Roege et al. 2014; Orencio and
Fujii 2013). On the contrary, quantitative methods are
founded on quantifying the performances of the
system.

Quantitative metrics are used to assess the effi-
ciency of specific resilience measures or to contrast
the resilience values for various systems. Such metrics
are performance-based and event specific. Moreover,
they can incorporate network uncertainties and aid in
accurate decision-making process. Methods for quan-
titative resilience metrics evaluations are classified into
three kinds: the simulation-based method, the analytic
method, and the statistical analysis. The simulation-
based method is most commonly used as it can be
effortlessly merged with disastrous situations and
resulting consequences can be easily computed. The
analytical method uses the probability of system fail-
ure in a specific situation. Historic outage and restora-
tion records can be used to analyse data for those
networks which have sufficient data on disasters due
to natural events (Chanda and Srivastava 2016;
Watson et al. 2015; Shinozuka et al. 2003; Whitson
and Ramirez-Marquez 2009; Maliszewski and Perrings
2012; Reed, Kapur, and Christie 2009).

4. Power system vulnerability assessment:
a case study

Vulnerability can take place in any part of the power
system: lines, buses, generators, etc. Here, only gen-
erator vulnerability is considered to demonstrate the
assessment of vulnerability. For this purpose, active
and reactive powers of generators are considered. Let
Gv denote the generator vulnerability index, i.e.

N
Gv = GPi+GQi M
i=1
Where GPiandGQidenotes the vulnerability index for
active and reactive powers of i"* generator. N denotes
total number of generators in the system.

SR
Bus 21 Bus 22

Bus 18
Bus 17 ] Bus 23
: Bus 16| l Bus 19 Bus 20
Synch.
= Cond.
Bus 15
Bugild Bus 13
A~
North
230 EV
? Bus 11 Bus 12
& % Bus 6
South i S | Cable
138 KV
Bus 8
Bus 8
T
Cable
Bus 2 Bus 7
Y M

Figure 8. IEEE 24-bus test system.

Table 2. Value of Gvfor various generator contingencies.

Contingency type Gv
Base case 5.65
G1 5.79
G13 5.85
G14 5.04
G15 4.84
G18 439
G23 6.85

All simulations are conducted with the help of
DIgSILENT PowerFactory commercial software. The
first step is to analyse the system in the base case i.e.
without any disturbances/contingencies. In the next
step, various generator contingencies are considered.
If the value of Gvis higher than that of base case, this
indicates system is ‘more’ vulnerable. IEEE 24 bus test
system, as shown in Figure 8, was used to conduct the
required simulations. The data for the system is taken
from (IEEE 24-bus Test System). The weights for
GQiand GPiare assumed to be equal for reducing
complexity. The values of Gv for various generator
contingences are shown in Table 2. The contingencies
column indicates the generator which is taken out.

From the Table, it is evident that outage of genera-
tors G1, G13 and G23 make the system more vulner-
able as their associated Gv values are higher than base
case value of 5.65. On the contrary, outage of genera-
tors G14, G15 and G18 reduce the system vulnerabil-
ity. As a possible future extension, additional faults on
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Figure 9. IEEE 33-bus test system.

Table 3. Value of lost load (MW) for various faults.

Bus Fault Location(s) Lost load (MW)
8-26 2.7
1-13 2.5
4-15 2.9
6-19 3.1
8-13 3.2

other system components, such as lines, transformers,
etc. can be incorporate in the assessment procedure.

5. Power system resilience assessment: a case
study

To demonstrate an assessment methodology for
power system resilience, IEEE 33-bus radial test sys-
tem was used. The single line diagram is shown in
Figure 9. The associated system data can be found in
(33-bus radial distribution system) and (Baran and
Wu 1989). Various bus faults were considered. The
total system active load is 3.72 MW. Two distinct cases
are considered: case 1 and case 2. Case 1 contains no
distributed generation (DG) and no tie switches.
Case 2 contains no DG but has tie switches.
Assuming a simultaneous fault at Buses 8 and 26, the
resulting lost load (MW) for both cases is computed.
The steps were repeated for other fault locations. It is
assumed that system operators have enough past sta-
tistical data regarding fault location, thus, these speci-
fic faults are considered for resilience assessment. The
results are shown in Table 3.

From the Table, it is obvious that the maximum
load restoration is possible for a fault at Bus 1 and Bus
13. Thus, system is most resilient for a fault at Bus 1
and Bus 13. For a future work, additional fault loca-
tions can be considered, and system resiliency can be
computed. Moreover, it is of paramount significance
to consider probabilistic risk-based approaches in ana-
lysing power system resilience as the conventional
power system is transitioning towards smart power
system (Shahzad and Asgarpoor 2018, 2019; Shahzad
2020; Dondossola, Garrone, and Szanto 2011; Soonee
et al. 2018).

6. Conclusion and future work

This paper described the basic concepts for power
system vulnerability and resilience. Definitions, con-
ceptual framework and metrics were discussed. It was
emphasised that power systems should be designed,
keeping in view, the requirements for enhanced resi-
lience and reduced vulnerability. Two different case
studies were conducted to demonstrate the assessment
of vulnerability and resilience in power systems. The
results comprehensively indicate that there is a strong
requirement to incorporate power system resilience
and vulnerability in the routine procedure of power
system operation and planning. Despite the large body
of research analysis, the perceptions of vulnerability
and resilience are still immature in the power system.
Although, various indices and metrics have been pro-
posed for quantifying vulnerability and resilience in
power systems, there is still a need to formulate
a consistent and comprehensive platform for applica-
tions on real-time systems. There are various chal-
lenges to quantify vulnerability and resilience to
extreme events. One of the main challenge, which
remains to be unravelled, is how power systems can
accurately predict and adapt to the approaching
extreme events. Research on power system vulnerabil-
ity and resilience is just the tip of iceberg. Extreme
events will always be a daunting challenge to power
system researchers. Therefore, future investment, stra-
tegies, procedures, and innovative ideas are much
desirable to assess vulnerability and resilience require-
ments in the power system.
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